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Remote Access Request on a Cell Modem Site

Remote Access requests through Stem's VPN typically come from Site Owner's, EPC's, O&Ms or a third party like Tracker or Inverter
Manufacturers. We will require email confirmation the site owner approves the remote access before we can configure the access. The

following are the steps that need to be followed.

VPN Form (vpnrequest.alsoenergy.com) — This web form will be used to request VPN access to a site and the outbound access (VPN
Allowlist) from our VPN team.

Slbject: VPN Whitelist or Client Update for “Site Name”

Detailed Purpose for Request: If outbound access is being requested, include the public IP addresses that needs to be
allow listed.

Shecific Site Names In PowerTrack: Please include the site name as listed in PowerTrack and Cell Modem IP address if
you have that information available (for both inbound and outbound requests).

YAau may get a ‘refused to connect” error from the VPN form after you click “Submit” but the form does go through.

AlsoEnergy
VPN Access FOrm a sers wrsess ecems

Fields marked with * are required

Gontast support@alsoenergy with requests regarding access via DIGI modems

Subject (include "VPN Access List"if applicable) #Shared VPN Email#

We highly recemmend that a shared company email be provided for the

crezfion process. %
VPN Client Request *Customers are encouraged to create a separate email o share with their

team
Select 'Update Exisfing'if you do not refrieve a ping response from the

Celluar Modem while connected to your VN Client (Exampe: lsoenergypn@occookcom)

-If ‘Request New VPN Client is selected-- provide a valid

#Shared VPN Emai
{only one VPN Clint per company) “Detailed Purpose for Request
(specific endpaint IP addresses required for all "VPH Accass List" requests)
v
VPN Type
M Y,
“Contact Email *Specific Site Names In PowerTrack/LocusNOC (List WAN IPs if
Known)
“First Name
4
“Last Name (Below IT Gontact information only required if VPN Site o Site is selected)
*{IT Contact)
“Company Name
T Contact Email)

PowerTrack/LocusNOC Username:

*(IT Contact Phong)

Submit

For requests where the main intention is to Portforward into devices onsite, once the Inbound VPN request has been completed (outlined
above), all further configuration will be done by the Support team. Email support@alsoenergy.com to create a case and request the
inbound access to your devices via port forwarding.

Please include the site name, IP addresses of your devices and private/internal ports for each IP address you will need
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access to.
(hce Stem Support sets up the port forward you will access your devices by going to the [Modem IP]:[PublicPort]

Additional Notes:
Inbound Requests: Inbound requests are generally for Portforwards.

Outbound Requests: Outbound requests are generally for getting data flowing through our network to a third party platform, such as an Inverter

or Tracker manufacturer's platform.

Site by Site Access: VPN and Portforward requests are completed on a site by site basis. Having a VPN Client does not establish inbound or
outbound access to each site in your portfolio, so newly commissioned sites will require a VPN request be filled out in order to remotely access
a site or allow outbound communications. Portforwards are not built in modem's by default and will also need to be requested on a site by site

basis.

Online URL: https://kb.alsoenergy.com/article.php?id=1563
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